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Introducing KSA descriptors
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• The KSA Descriptor acts as a reference guide, identifying the skills, 
underpinning knowledge and attitudes required for professionals in 
the Information Security area

• The KSA Descriptor should be suitable for use as:

1. A reference for training providers to facilitate development of 
suitable training courses relevant to the identified roles and 
functions;

2. A reference for the development of examination questions to 
effectively assess the identified job roles and functions; 

3. A reference for developing professional trainers able to 
effectively deliver training in line with the requirements of the 
identified job roles and functions.

4. A reference for human resource department to identify suitable 
training to fit specific job role
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Transferability
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KSA Documentation
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Other 
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Function of KSA Descriptors
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KSA Descriptor

Industry

Assessment
Training 
Provider

“adapting and adopting MQA & JPK allows for 
seamless acceptance by all stakeholders” - Dr 

Solah, CSM
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Descriptor Structure

© 2018KSA Descriptors

Summary
This provides an overall summary of the scope and 
outcomes of the KSA descriptor including pathway, 
document ID, version & date and an overview of the 
recommended training & assessment delivery 
mechanisms

Knowledge (K)
This provides a set of Knowledge elements for the 
competency area. This is what one should know

Skills (S)
This provides a set of Skills elements for the 
competency area. This is what one should be able to do

Assessment Methods
This provides a legend to explain the different possible 
assessment methods for the K & S elements

Attitudes (A)
This provides a set of Attitude elements for the 
competency area. This is what traits one should exhibit
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Descriptor Structure

Summary
This provides an overall synopsis and the tasks expected of someone in the job 
role. It includes learning pathway, document ID code, version & date and an 
overview of the recommended training & assessment delivery mechanisms
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Descriptor Structure
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Descriptor Structure Knowledge (K)
This provides a set of Knowledge elements for the competency 
area. This is what one should know.
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Descriptor Structure

Knowledge Element
Each knowledge element breaks down the competency area into the required 
knowledge at sufficient granularity that it can be assessed. Training providers will use 
this to ensure the knowledge element is covered sufficiently in training; authors of 
exam questions will use this to ensure the element is assessed effectively. Both will 
utilize the Indicator for further clarification of scope.

Indicator
The indicator provides further clarification on the scope of the knowledge element. It provides the information to allow 
both training organisations and examiners to build content & assessments to ensure the topic is addressed

Weightage
This provides an indication of the amount of coverage there should be in the overall course/examination, e.g. 5% would 
indicate that in a 40 hour course, 2 hours should be spent on this Knowledge element

Assessment Methods
This provides a legend to explain the different possible 
assessment methods for the K & S elements
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Descriptor Structure

Skills (S)
This provides a set of Skills elements for the 
competency area. This is what one should be able to do

Skill Element
Each skill element breaks down the competency area into 
the required skill at sufficient granularity that it can be 
assessed. Training providers will use this to ensure the skill 
element is covered sufficiently in training; authors of exam 
questions will use this to ensure the element is assessed 
effectively. Both will utilize the Indicator for further 
clarification of scope.



Copyright © 2018 CyberSecurity Malaysia 9

Descriptor Structure

Assessment Methods
This provides a legend to explain the different possible 
assessment methods for the K & S elements

Assessment Method
For the assessment of this element, the method provides an 
indicator of the recommended way in which is should be 
assessed. The letter code is provided in the legend shown. 
Appropriate learning & assessment techniques and 
educational best practices should be used in the development 
of assessments.
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Descriptor Structure

Attitudes (A)
This provides a set of Attitude elements for the 
competency area. This is what traits one should exhibit.

Attitude Element
Each attitude element breaks down the behaviours that should be developed and 
exhibited after the training. Training providers will use this to ensure the attitude 
element is covered sufficiently in training; authors of exam questions do not need to 
use this as the attitudes will not be assessed separately but rather should be blended 
into the fabric of the development of knowledge and skills.
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Descriptor Structure

Mapping & references
For each Task element, indicate the Knowledge & Skills
elements that are required in order to perform that Task

References
Include the references used to develop the KSA
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KSA Example
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Useful for learning & 
dev to verify how up 

to date this is

Useful for non-
technical to 

identify specific 
program

Useful for 
management to 

get program 
area

Useful for HR to 
identify program 

target level & 
methodology
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Descriptor Details
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Job Function Intrusion Detection, Monitoring and Prevention 

Level Intermediate 

Code ISP.IDP.0001 

Document Version 1.0 

Issue Date 31 October 2016 

Synopsis Personnel with skills in Intrusion Detection. Monitoring and Prevention have the ability to defend an organisation from both 
internal and external cyber threats.  
They will have the ability to identify the nature and mechanism of the cyber attack against the organisation. They will be able 
to configure their cyber defence systems and build strategies to defend their organisation against ongoing attacks and prevent 
future cyber attacks in line with the policies and procedures of the organisation. They will be able to also monitor and respond 
to the threat in accordance to the organisation’s incident detection and response (IDR) policies. 
Note: At the intermediate level there will be overlap between this and the Penetration Testing function since both job 
functions are looking at the same issues but from different perspectives. Therefore a training program aligned to this KSA may 
incorporate both attack (red team) and defence (blue team) strategies. 
 

Performance Outcomes 1. Identify & classify the nature and mechanisms of cyber attacks against the organisation 
2. Build and implement appropriate strategies to defend an organisation against ongoing attacks 
3. Protect an organisation from cyber attacks in line with organisational policies & procedures  
4. Maintain and monitor system health in line with organisational policies & procedures 
5. Implement Intrusion Detection Systems 
6. Prepare Incident Response reports 

Learning Pathway Foundation -> Intermediate -> Specialist 

Recommended learning time 24 hours 

Training Strategy At this level it is expected that the program is performance based learning, with practical exercises, group work and individual 
activities to build performance outcomes 

Required Experience/Qualifications Should possess an understanding of operating systems. This can be gained from courses aligned to the Operating Systems 
(Security, Foundation) and Computer Networking Security (Security, Foundation) KSA Descriptors 

 

Job Function
Identifies the key function of this KSA descriptor. This 
will not form an entire job role but is rather part of a 
job role, i.e. a competence area that may be applied to 
multiple roles. This is since there are many different 
organisational roles & job titles specific to an 
organisation that may require this competency area

Level
Identifies the level of this KSA descriptor. Can be 
foundation, intermediate or specialist

Code
Identifies a unique code assigned to the KSA 
descriptor. This is a useful reference to identify or 
reference this document as well as track its version 
number

Document Version
Identifies the current version for document 
management and tracking purposes

Issue Date
Identifies the date of the approved publication of the 
KSA descriptor for tracking purposes

Synopsis
Provides an overview of the scope of the KSA descriptor. 
This is useful for HR personnel to get a summary of the KSAs 
and assist with mapping the competency area to relevant 
job roles in an organisation
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Descriptor Details: Knowledge
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Knowledge Element
Each knowledge element breaks down the competency area 
into the required knowledge at sufficient granularity that it can 
be assessed. Training providers will use this to ensure the 
knowledge element is covered sufficiently in training; authors 
of exam questions will use this to ensure the element is 
assessed effectively. Both will utilize the Indicator for further 
clarification of scope.

Assessment Method
For the assessment of this element, the method provides an 
indicator of the recommended way in which is should be 
assessed. The letter code is provided in the legend shown. 
Appropriate learning & assessment techniques and 
educational best practices should be used in the development 
of assessments.

Indicator
The indicator provides further clarification on the scope of 
the knowledge element. It provides the information to allow 
both training organisations and examiners to build content & 
assessments to ensure the topic is addressed

Weightage
This provides an indication of the amount of coverage there 
should be in the overall course/examination, e.g. 5% would 
indicate that in a 40 hour course, 2 hours should be spent on 
this Knowledge element
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Descriptor Details: Skills
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Skill Element
Each skill element breaks down the competency area into 
the required skill at sufficient granularity that it can be 
assessed. Training providers will use this to ensure the skill 
element is covered sufficiently in training; authors of exam 
questions will use this to ensure the element is assessed 
effectively. Both will utilize the Indicator for further 
clarification of scope.

Assessment Method
For the assessment of this element, the method provides an 
indicator of the recommended way in which is should be 
assessed. The letter code is provided in the legend shown. 
Appropriate learning & assessment techniques and 
educational best practices should be used in the development 
of assessments.

Indicator
The indicator provides further clarification on the scope 
of the skill element. It provides the information to allow 
both training organisations and examiners to build 
content & assessments to ensure the topic is addressed

Weightage
This provides an indication of the amount of coverage 
there should be in the overall course/examination, e.g. 
10% would indicate that in a 40 hour course, 4 hours 
should be spent on this skill element, i.e. practical 
activities
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Descriptor Details: Attitudes
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Attitude Element
Each attitude element breaks down the behaviours that 
should be developed and exhibited after the training. 
Training providers will use this to ensure the attitude 
element is covered sufficiently in training; authors of exam 
questions do not need to use this as the attitudes will not 
be assessed separately but rather should be blended into 
the fabric of the development of knowledge and skills.
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KSA Levels

Global ACE 
Professional 
Membership 

Requirements



Copyright © 2018 CyberSecurity Malaysia

Foundation

At the foundation level, the candidates are just starting out to learn core pre- requisites and 

foundational knowledge that will be required to understand the intermediate level topics.

Intermediate

At the intermediate level, the candidates must have several years of experience in the related 

work role. They can execute the tasks with supervision. They are expected to be able to execute 

the tasks, using existing tools, techniques and method.

Specialist

At the specialist level, the candidates must already have 5 years or more experience in the related 

work role and can execute the tasks with minimal supervision. They have a deep understanding of 

the domain and may develop their own tools, techniques or methods.

18
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• In course development
– The course developer must ensure that in development of the training materials:

• Each Knowledge element is covered in the training materials, e.g. slides and notes
• Each Skills element is covered in the practical exercises
• For each, the indicators are used to clarify the scope of coverage
• The correct weightage is achieved for each element
• There is a strategy to develop and reinforce the Attitude elements throughout the training

• Upon submission of course materials to the evaluation panel, the training 
organisation must adhere to the evaluation requirements. This will include 
marking up all training materials to validate that the KSA elements are all 
covered, for example:
– Provision of highlighted slides, workbook, notes, etc. to identify that each of the 

Knowledge & Skills elements are addressed; 
– Provision of a schedule to indicate the coverage of each element at the correct 

weightage
– Provision of a description of the training philosophy & mechanisms used to build the 

Attitude elements through the Knowledge & Skills elements

How does a training organisation use these?
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How does an examiner use these?
• In question bank development

– The course developer must ensure that in development of the training materials:
• Each element is covered in line with the indicator and using the defined assessment method

• The correct weightage is achieved for each element

• There should be a pool of questions for each element which are randomly assigned to an exam 
paper while maintaining the weightage

• In exam delivery, the exam system must ensure that:

– The appropriate assessment technique is used to assess each Knowledge & Skill element 
• E.g. if the descriptor indicates that “PA” practical assessment should be used, then the exam system 

must assess this in a practical context. 

• Note that does not preclude the use of a computer based examination system, however it must 
demonstrate how the system can emulate a live environment/scenario

– there is sufficient coverage of each Knowledge & Skill element in accordance with the 
weightage guidelines provided in the descriptor
• E.g. If the Knowledge element indicates “MC” is the assessment method and 5% is the weightage, if 

the exam has 40 multiple choice questions, at least two should cover the element. 

• Note that the overall weightage in the exam must be maintained, i.e. if there are a set of short 
answer/written questions in addition to multiple choice questions, this should not dilute the 
weightage of the topic.
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GLOBAL ACCREDITED CYBERSECURITY EDUCATION (ACE) SCHEME

To create world class 
competent work-force in 

cyber security and promote  
the development of cyber 

security professional 
programmes within the 

region

GOAL

To provide cyber security 
professionals with the 
right Knowledge, Skills, 

Attitudes (KSA) and 
experience

EXPECTED OUTCOME

Professional 

Certification 

To establish a 

professional certification 

programme that is 
recognized globally

1
To create world class 

competent work-force in 
cyber security

2 To provide cyber security 

professionals with the right 

knowledge, skills, abilities, 

attitude (KSA) and 

experience

3

To be a global cyber 

security training 
programme providers

4 To promote the 

development of cyber 

security professional 

programmes globally

5 To ensure accredited 

personnel has been 

independently assessed and 

committed to a consistent and 

high quality service level

6

OBJECTIVES

GOAL & OUTCOME
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